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What will we cover today

 Very quick review - email scams, SMS scams, phone scams – see notes from last time

 Social media scams (e.g. on FaceBook) such as romance scams

 Deepfake audio & video

 Password ideas

 Pwned? - https://haveibeenpwned.com/

 Hackers & hacker tools.

 Miscellaneous scams:

 Public computers, e.g. libraries, cafes – KeyLoggers (vampire in the house)

 Broker scams (unsolicited offers that sound great) – most unsolicited are scams

 Online shopping – some vendors are not legitimate

 Ideas for keeping safe

 Questions and (short) comments welcome during presentation
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https://haveibeenpwned.com/


Examples of email scams

- some are obvious
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email & SMS scams, maybe less obvious
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SMS claiming to be family on 

new phone.
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CBA says: Aussie taxpayers need to stay 

alert during tax season. New research¹ 

reveals almost a third fail to spot a tax 

scam. When multiple tax phishing scams 

were tested with Australians over the age 

of 18, only 69 per cent could successfully 

identify all of them.

Interestingly, nine in 10 believed they 

were confident they could spot a fake 

SMS or email.

The research also showed around one in 

four Australians have been exposed to a 

tax-related scam. As millions of people 

wait for a tax return over the next few 

months, scammers will be keen to 

capitalise on the moment.
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1YouGov research comprised of a nationally representative sample of 1,023 Australians aged 
18 and above, conducted online between 20 May and 23 May 2024.



Mark Dixon grants a Creative Commons Attribution-ShareAlike licence on this material



Social Media scams
 Impersonating friends, family, others – “friend” requests.

 Investment “opportunities”

 Often link to an official looking site, e.g. a fake newspaper or other 
endorsement

 Starting to use DeepFakes (e.g. Vid of Warren Buffet endorsing 
bitcoin – April 2024)

 Offers to help you get your money back from a scam, 
that is itself a scam.

 Travel / holiday / time-share offers.

 Claims of hardship / GoFund-me abuse.

 Romance scams, especially via Messenger and SMS.

 Misinformation: especially medical & political.
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Romance scams occur when a 

criminal adopts a fake online 

identity to gain a victim's 

affection and trust. The 

scammer then uses the illusion 

of a romantic or close 

relationship to manipulate 

and/or steal from the victim.

They often use Dating Websites 

and social media like FaceBook.

Romance Scams

https://www.commbank.com.au/articles/newsroom/2024/02/romance-scams-around-valentines-day.html
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“Friend Request” from someone who is 

already a FaceBook Friend – i.e. this is a 

fake of an actual friend, who will try to scam me 

if I accept this duplicate request.

“Friend Requests” from people I have not met.  

Likely to turn into a Romance Scam if I accept.  

Romance Scams target both men and women.

These came to me, my wife says those 

targeted at her looked like successful 

business or military men.

Facebook

Scams



What is a deepfake? 
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https://cloudfront.mediamatters.org/static/D8Video/2023/12/04/warren-buffett-deepfake.mp4



“pwned” or “poned” 

is geek-speak for 

“owned” or 

compromised.

http://haveibeenpwned.com
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Common password mistakes
 Using dictionary words.

 Replacing letters with digits and symbols. This technique is well 
known to hackers so swapping an “E” for a “3” or a “5” for a “$” 
doesn’t make you much more secure.

 That meeting the minimum requirements for a password makes it 
strong. By today’s standards, an 8-character password won’t make you 
very secure.

 Using the same password a lot as long as it’s strong – what if the 
website is hacked? Do you know how the website stores your 
password?  With your name, address, DoB and credit-card?  

 Storing written copies of your password near your computer, or in a 
spreadsheet – what if your computer is stolen along with everything 
on/in your desk? Cliché: on a post-it note under the keyboard.

 Consider a password manager (e.g. LogMeOnce) with a (long) 
PassPhrase – or use acronyms of (unique) long phrases as passwords.
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https://www.passwordmonster.com/

“TestPassword#1”

Upper, lower, number, special 

character, long (14 characters)

Yet it is still weak and would not take 

long to crack by a hacker with the 

right software.

https://www.passwordmonster.com/


General tips:
 Verify Independently: Contact official organizations through their 

known websites or phone numbers, never through links or 
numbers given in email or SMS.

 Slow Down: Scammers rely on urgency to stop victims from thinking critically.

 Never share financial details or passwords over unsolicited calls, emails, 
or texts. DO NOT FOLLOW DIRECTIONS ON YOUR COMPTER FROM THEM.

 Use a different password for each bank, broker, email service, and shopping.

 Keep Software Updated: Updates often contain patches for security 
vulnerabilities that scammers exploit. Windows, and Android are fairly 
proactive about that, if you let them.

 Be Sceptical: If something sounds too good to be true, it likely is. 

 Report Scams: Help authorities track scammers by reporting any scam 
attempts.  In Australia, you can use Scamwatch: 
https://www.scamwatch.gov.au/
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